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Abstract: LiCi, LiCi-2, and GRANULE are all ultra-lightweight block ciphers designed for resource-constrained in-
ternet of things environments. Because of their fast encryption (or decryption) speed and favorable implementation in both
hardware and software platforms, which have received extensive attention. In this paper, the linear structure characteristics
of these ciphers are investigated via multiple perfect linear approximations (circular iterations) with an absolute correlation
of 1. Moreover, the perfect linear approximations (linear distinguishers with probability one) for the full rounds of the LiCi,
LiCi-2, and GRANULE are achieved, thereby completely breaking these cryptographic algorithms. It directly means that
these block ciphers have serious design flaws.
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